
From: Liu, Yi-Kai (Fed)
To: Orr, Lochi M. Mrs. (Fed)
Cc: Jordan, Stephen P (Fed)
Subject: Re: Project Summaries for Division Yearly -- Your input needed by Dec 20
Date: Wednesday, December 21, 2016 7:00:37 PM
Attachments: pqc-project-summary-2016-final.docx

Hi Lochi,

Here is one more project summary, on "post-quantum cryptography." Thanks again, and sorry for being a bit late
with this.

--Yi-Kai

________________________________________
From: Ronald Boisvert <ronald.boisvert@nist.gov>
Sent: Monday, November 28, 2016 5:09 PM
To: Division 771
Subject: Project Summaries for Division Yearly -- Your input needed by Dec 20

Your help is needed to complete the second stage of compiling our
Division Yearly Report: Project Summaries. These are brief synopses
(e.g., 1/2 to 1 page) of projects active during the past year. They
are, essentially, extended abstracts suitable for digestion by the
broad scientific community.

ALL ACTIVE PROJECTS SHOULD HAVE A SUMMARY. This includes projects
of postdocs, faculty, and guest researchers. It is OK (even preferable)
to combine several related projects with a common theme into a single
project summary that can provide a bigger picture of the overall effort.
If the project is a joint project, then get together with your
collaborators and submit just ONE report. (We can't publish two
different descriptions of the same work.) Please list all contributors
as co-authors, including those in other NIST Labs and external to NIST.

In your write up, try to answer these questions:

          Why are you doing it? Who benefits?
          What was accomplished in the last 18 months?
          What are the next steps?

Please include references to papers submitted or published in the
last 18 months. Graphics of any kind are especially welcome.

I attach some good examples of project summaries from the past.
The summaries submitted last year are all contained in the Division's
yearly report: http://dx.doi.org/10.6028/NIST.IR.8132

    -----------------------------------------------------------
        PLEASE SUBMIT YOUR REPORTS TO Lochi.Orr@nist.gov BY
                   **** Tuesday DEC 20 ****
    -----------------------------------------------------------

Submit as either Word file or ASCII text. It's OK to include equations;
if you submit ASCII insert the equations as LaTeX and I'll format them
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An emerging discipline at the intersection of physics and computer science, quantum information science is likely to revolutionize science and technology in the same way that lasers, electronics, and computers did in the 20th century. By encoding information into quantum states of matter, one can, in theory, exploit the seemingly strange behavior of quantum systems to enable phenomenal increases in information storage and processing capability, as well as communication channels with high levels of security. Although many of the necessary physical manipulations of quantum states have been demonstrated experimentally, scaling these up to enable fully capable quantum computers remains a grand challenge. We engage in (a) theoretical studies to understand the power of quantum computing, (b) collaborative efforts with the multi-laboratory experimental quantum science program at NIST to characterize and benchmark specific physical implementations of quantum information processing, and (c) the demonstration and assessment of technologies for quantum communication.
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Public-key cryptosystems are a crucial tool for electronic commerce. They enable the transmission of sensitive information over the Internet, by providing functionalities such as digital signatures, public-key encryption, and key exchange. However, many of today’s public-key cryptosystems are vulnerable to attacks using quantum computers. While large quantum computers have not yet been built, they are believed to be a potential future threat to information security. For this reason, NIST is taking steps to standardize new cryptosystems that are secure against quantum attacks; these are often called post-quantum cryptosystems. In addition, NIST is carrying out research on the security and performance of these cryptosystems, and on related topics such as quantum algorithms. 

In 2016 we published a short report summarizing the current status of post-quantum cryptography [1]. We discussed our plans for standardizing post-quantum cryptosystems at the PQCrypto conference in February [2], and we had a formal public comment period in August and September [3]. Finally, in December we published a formal call for proposals, to be considered for future NIST standards for post-quantum cryptography [4]. Proposals will be due in November of 2017, and will be made public to encourage analysis and evaluation by the cryptography community, including researchers and stakeholders in academia, industry and government.	Comment by Liu, Yi-Kai (Fed): In the final document, can you get Word to hyphenate this as “crypto-graphy”? Thanks!

Developing standards for post-quantum cryptography poses both scientific and practical challenges. The techniques used to design post-quantum public-key cryptosystems are based on high-dimensional lattices, error-correcting codes, and systems of multivariate quadratic equations over finite fields. These topics are the subject of ongoing research. Compared to symmetric cryptography (e.g., block ciphers and hash functions), public-key cryptography is less completely understood. In addition, the security of these cryptosystems against quantum computers has received only a limited amount of theoretical and experimental investigation.

From a practical perspective, post-quantum cryptography is challenging because it involves complex functionalities, such as key exchange, which are tightly integrated into higher-level protocols, such as Transport Layer Security (TLS) and Internet Protocol Security (IPSec). In addition, many of the proposed post-quantum cryptosystems suffer from a performance penalty, compared to current quantum-vulnerable cryptosystems, such as elliptic curve cryptography.	Comment by Liu, Yi-Kai (Fed): In the final document, can you get Word to hyphenate this as “crypto-systems”? Thanks!

NIST is working on several of these problems. First, in its call for proposals, NIST has identified a set of core requirements for post-quantum cryptosystems, including digital signatures, and various forms of key encapsulation, key exchange and key transport. This was done in order to focus attention on those functionalities that are the most useful for providing long-term security for commonly used Internet applications. In addition, NIST has proposed a technical approach for measuring the security of these schemes against quantum attacks.

NIST researchers have also published several papers on post-quantum cryptography [5][6][7], and have continued to track the development of quantum algorithms and quantum cryptography [8][9]. Finally, NIST has continued to engage with other standards organizations involved in post-quantum cryptography, such as ETSI [10]. 

[1] L. Chen, S. Jordan, Y.-K. Liu, D. Moody, R. Peralta, R. Perlner and D. Smith-Tone, Report on Post-Quantum Cryptography, NISTIR 8105, April 2016, DOI: 10.6028/NIST.IR.8105.

[2] D. Moody, Post-Quantum Cryptography: NIST's Plan for the Future, International Conference on Post-Quantum Cryptography (PQCrypto), Fukuoka, Japan, Feb. 24-26, 2016.

[3] Request for Comments on Post-Quantum Cryptography Requirements and Evaluation Criteria, Federal Register, 81 FR 50686, Aug. 2, 2016.

[4] Announcing Request for Nominations for Public-Key Post-Quantum Cryptographic Algorithms, Federal Register, 81 FR 92787, Dec. 20, 2016.

[5] D. Moody and R. Perlner, Vulnerabilities of ‘McEliece in the World of Escher,’ PQCrypto 2016, Fukuoka, Japan, February 2016, pp.104-117.

[6] R. Cartor, R. Gipson, D. Smith-Tone and J. Vates, On the Differential Security of the HFEv- Signature Primitive, PQCrypto 2016, Fukuoka, Japan, February 2016, pp.162-181.

[7] R. Perlner and D. Smith-Tone, Security Analysis and Key Modification for ZHFE, PQCrypto 2016, Fukuoka, Japan, February 2016, pp.197-212.

[8] S. Jordan, Quantum Algorithm Zoo, http://math.nist.gov/quantum/zoo/ 

[9] Y.-K. Liu, Chair, Steering Committee, International Conference on Quantum Cryptography (QCrypt), Washington, DC, Sept. 12-16, 2016.

[10] L. Chen, Towards Post-Quantum Cryptography Standardization, 4th ETSI/IQC Workshop on Quantum-Safe Cryptography, Toronto, Canada, Sept. 19-21, 2016.









for Word.

When submitting, please suggest which of the following categories this
applies to:

        Mathematics of Metrology
        Advanced Materials
        High Performance Computing and Visualization
        Quantum Information
        Foundations of Measurement Science for Information Systems
        Mathematical Knowledge Management

I am also looking for project descriptions which could be expanded upon
to produce a FEATURE, i.e. a particularly notable advance which could be
highlighted in a 2-4 page article.  If you have published a notable paper
this year please consider doing a feature. I will need 4-6 of these.
Please contact me if you have an idea. (You don't need to do a project
summary if you do a feature on the same topic.)

Thanks for your help in producing this!

Ron


